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Positive risk
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Strengths

» Qur tradespeople are exceptionally
skilled

» We have excellent relationships with
our existing customers

= Our work is considered high quality
and our service reliable.

Weaknesses

» Qur tools of trade are second hand
and may be unreliable

* Ageing workforce
« Limited familiarity with new technology.

Opportunities

» The only other plumber in town
wants to retire

» A new industry development is
currently tendering to outsource

trade services.

Threats

» Somebody from out of town might
buy retiring plumber's business

» Another business may start up in town

= Difficulties in recruiting new staff due
to skill shortages

* Loss of an existing employee
leaving the business unable to cope
with workload.

Negative risk
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Requirements of all stakeholder groups with respect
to risk management
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Risk dimension: security

Risk dimension: financial

Risk dimension: legal/compliance

Serial no.

1

2

3

Risk description

Cybercrime, including virus
damage, identity theft,
spyware, general fraud

Costs associated with online
transactions outweigh
benefits associated with
initiative

Breach of regulations within
e-business legislation

Impact

Consequence

Likelihood

Level of risk

Risk priority

Treatment
options
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Risk Maximum Possible Estimated Loss
Impact in $ million

Earthquake Entire factory will be 45,000
destroyed

Sensitive information | Lawsuits, advantage 15,300

hacked gained by
competitors

Terrorist attack Some facilities will be 5,000
damaged

Competitor launched | Market share will be 3,000

new product

lost by 30%
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MODERATE

Monitor/
Systematic
- Controls

Focus on strategic
risk management
tools
EXTREME

Build internal
controls

MODERATE

Moderate

Likelihood
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